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(ITucemo Munobpuayku Poccun ot 14.05.2018 Ne 08-1184)

HEJIb341

1. Bcem moapsn cooOmark cBO0 4acTHy0 uHpopManuo (Hactosmme ums, Gpamunuio, TenedoH,
ajipec, HOMep IIKOJIbI, a TaKkke (hoTorpaduu CBOH, CBOCH CEMbHU U JIpy3ei);

2. OTKpbIBaTh BIOXKEHHBIE (hailiibl 3IEKTPOHHON MOYTHI, KOI1a HE 3HACIIb OTIPABUTEIS;
3. I'pyOuts, npuaupathesi, OKa3bIBaTh JABJICHHUE - BECTH c€0s1 HEBEKIIMBO U arpecCUBHO;

4. He pacnopsxkaiicst JeHbraMHU TBOEW ceMbH 0€3 pa3pelleHMs] CTapluuX - BCErja cIpalinBait
pOIUTENEH;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMUA B pEaIbHOM JKU3HU - MOCOBETYICS CO B3pOCIIBIM,
KOTOPOMY JI0BEpsICIIb.

OCTOPOXHO

1. He Bce mumryt npaBay. Yuraemsb o cebe HenpaBny B MHTepHeTe - coo0mM 00 3TOM CBOUM
POAMTEIISAM WIN OTIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCs, HTPATh, 0OMEHUBATHCS - IIPOBEPH, HET JIH MO/IBOXA;
3. He3akoHnHoe konrpoBaHue ¢aiisoB B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sbiBaii B3pOCibIM 0 Mpo0sieMax B CETH - OHH BCEr/la IIOMOTYT;

5. Vcnonb3yil HacTpoiiku 0€30MacHOCTH U NMPUBATHOCTH, YTOOBI HE MOTEPATH CBOU AKKAYHTHI B
COLICETSAX U IPYI'HX NOpTalax.

MOYKHO

1. VBaxail Ipyrux noJjb30BaTelIei;

2. Ilonp3yenibest MTHTEPHET-UCTOYHUKOM - JIEJIall CCBUIKY HA HETO;
3. OTKpbIBall TOJNIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O6maThCs 3a TTOMOIIBIO B3POCIBIM - POAUTENN, ONMEKYHbI U aIMUHUCTPAIUs CATOB BCETIa
MOMOTYT;

5. Ilpoitnn o6yuenune Ha caite "CeTeBUUOK" ¥ MOTyUr MAcopT MU POBOro rpakIaHuHA!



Hngpopmayuonnaa namamka 01a oodyuarowguxca 0714 paameujeHus Ha
ouyuanLHBIX UHMEPHEm-Pecypcax

C KaxxIpIM roJJOM MOJOJEXKH B UHTEPHETE CTAHOBUTCS OOJIbIIE, a IIKOJIBHUKU OJIHU U3
CaMbIX aKTUBHBIX IOlb30Barenel PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJUYECTBa
BO3MOXKHOCTEH, MHTEPHET HeceT U MpoOisieMbl. DTa MaMATKa JOJDKHA IMOMOYb Tebe Oe30I11acHO
HaxOJIUTHCS B CETH.

KoMnib10TEepHbIE BUPYCHI

KomnbroTepHblii  BUpYyC - 3TO  Pa3HOBUAHOCTh  KOMIIBIOTEPHBIX  IPOrpaMM,
OTJIMYUTENIFHOH OCOOCHHOCTBIO KOTOPOHM SIBISIETCS CIIOCOOHOCTh K  pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WJIM MOJHOCTBIO YHUUTOXUThH Bce (ailiibl u
JJAaHHBIE, MOJKOHTPOJIBHBIE I0Jb30BATENI0, OT MMEHU KOTOPOro ObUIa 3aIlylleHa 3apaKCHHas
nporpaMma, a TakKXke MOBPEIUTbh WIM Jake€ YHUUYTOXXUTh OMNEPAlMOHHYI0 CHUCTEMY CO BCEMHU
¢aiinamu B 11esioM. B GobIIMHCTBE CiTydaeB pacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTOHbI 3alllUTHI OT BPCAOHOCHBIX IIPOIrpaMM:

1. Ucnions3yii cOBpeMEHHBIE OMEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIH YPOBEHb 3aAIUTHI
OT BPEAOHOCHBIX IPOIPAMM;

2. IloctosHHO ycTaHaBiuMBall mayTu (UMQPOBBIE 3aIUIATKU, KOTOpPblE aBTOMATHUYECKU
YCTAQHABJIMBAIOTCS C ILEIbl0  J0pabOTKM MporpaMMmbl) M JApYyrHe OOHOBJIEHUS CBOEH
orepanrnoHHOM cuctembl. CkauMBai UX TOJIBKO ¢ opuIManbHOro caifra pazpadorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpPE MOJ MpaBaMU MOJb30BaTENs, a HE aMUHUCTpaTOpa. JDTO HE
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS Ha TBOEM NEPCOHATBHOM
KOMITBIOTEPE;

4. Hcmonb3yih aHTUBUPYCHBIE MPOTPAMMHBIE TPOAYKTHI HM3BECTHBIX MPOU3BOJIUTENECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKHI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Vcnonb3yil BHENIHHE HOCUTENM HH(GOpMalWU, Takhe Kak ¢iemka, AUCK Wiau (ain u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEpHbIE (ailiibl, MOJyUYEHHbIE U3 HEHAJEKHBIX MCTOUYHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MPUCIA TBOIM 3HAKOMBIN. JIyyllle yTOUHH y HETO, OTHPABJISII JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 3T0 He BUJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETro JIUIIbL OpeHs, Mapka. Erie
B 1991 rony HuuepiaHjckas koMmmaHus 3apeructpupoBana opern "WECA", uro o6o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "0ecrpoBOIHAas TOYHOCTH'".

Jlo Hamiero BpeMEeHHM Joljia apyras ab0peBuarypa, KOTOpas SBISETCS TaKOW e
TexHoyioruei. Ito abopeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha CTaHAApPT
BhIcHIel 3ByKkoBoi TexHUKHU Hi-Fi, uTo B mepeBonie 03HavyaeT "BbICOKasi TOYHOCTH'.



Ja, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeNsX M adponopTax sSBISETCS OTIMYHOU
BO3MOXKHOCTBIO BbIXO/la B MHTepHET. Ho MHOTrHME AKCHepThl CUMTAIOT, YTO 001Ie10cTynHble Wi-
Fi cetu He aBnsitoTcs 6€30MaCHBIMU.

CoBeTsbl 10 6€30MaCHOCTH PaGOTHI B 001Ie10CTYNHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro nuunyto uHpopmanmio depe3 odmenocrynasie Wi-Fi ceru. Pabotast B
HHUX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTMHBI M KAKHE-TO HOMEPA,;

2. HWcnonp3yil n OOHOBIANM aHTUBUPYCHbIE IporpamMMmbl M OpanHamayep. Tem caMbIM Thbl
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmoun ¢ynknuto "OOmmii moctym K daitiaMm u npuaTepam’.
JannHast GyHKIUS 3aKphITa IO YMOJYaHHUIO, OJTHAKO HEKOTOPHIC MOJIH30BATCIIM AKTHBUPYIOT €€
JUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe win yueoe;

4. He ucnonw3yit myonuunsiidi WI-FI nns nepenaun auuHbIX JaHHBIX, HApUMEp IS BHIXO/A B
COLMAIIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonb3yii Tonpko 3amuuieHHoe coeaunenue yepes HTTPS, a ne HTTP, T.e. mpu Habope
BeO-anmpeca BBoau UMeHHO "https://";

6. B moOunpHOM Tenedone orkmoun Gyukiuio "Tloakmouenne k Wi-Fi aBromatuuecku". He
JIOITyCKali aBTOMaTHUYECKOTO MOIKITFOUYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coriacus.

CouuajJbHbIe CeTH

ConuanbHble CETH aKTHBHO BXOJST B HAIlly XU3Hb, MHOTHE JIOAM PaOOTAIOT U JKUBYT
TaM MOCTOsIHHO, a B Facebook yxke 3aperncrpupoBan MUILIMAP]] YETOBEK, UYTO SIBISETCS OTHOM
CebMON BCEX KHUTeNel IMiaHeThl. MHOTHE MOJb30BaTENd HE MOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIIeHHass UMH B COITMATIBHBIX CETSIX, MOKET OBITh Hal/IeHa M UCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE HE 0053aTeTbHO ¢ OJIarMMH HAMEPEHHSIMH.

OcHogeHble cosembl no 0€30NACHOCMU 6 couuaibHblX cemsx.

1. Orpannub CUCOK Jpy3ei. Y TeOst B JAPY3bsiX HE MOJDKHO OBITh CIydalHBIX U HE3HAKOMBIX
1 {01 (57

2. 3amminail cBOIO YacTHYIO >kM3Hb. He ykaswiBail mapoinu, TenedoHBbl, ajapeca, AaTy TBOETrO
POXKICHUS U JAPYTyI0 JUYHYI0 HMHGOpMaIuio. 3JI0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh IaKe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KaHUKYJIbI;

3. 3amumai CBOIO pemyTaIyio - JEepKH €€ B YUCTOTE W 3ajaBail cebe BOMPOC: XOTeN OBl THI,
4TOOBI JIpYrHe MOJIb30BATEeH BHJIENH, YTO Thl 3arpyxkaemib? [logymaii, mpexae 4eM dYTo-TO
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHIIL C JIIOJbMH, KOTOPHIX HE 3HAEIIb, HE MCIOJIB3YH CBOE pealbHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO y4eObl U IpoYee;

5. N3berait pasmenienus ¢ortorpaduii B HTepHETE, TIe Thl M300paKEH HAa MECTHOCTH, TIO
KOTOPOW MOYKHO OIPENCTUTH TBOE MECTOIOIOKEHNUE;



6. Ilpu perucrpanuu B COIHAIBLHON CETH HEOOXOIUMO HCIOIH30BaTh CIOXKHBIC IAPOIIH,
cocrosimue u3 OykB ¥ IUQp U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. J1ns conpanbHOM ceTH, MOYTHl M JPYTUX CATOB HEOOXOAMMO HCIIOJIB30BaTh Pa3HbIE MapOJIH.
Toraa ecnu TeOs B3IIOMAIOT, TO 3JIOYMBINIJICHHUKH MOTYYaT AOCTYI TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpazy.

JJIEKTPOHHbIE IeHbI'H

DJNEeKTPOHHBIE JEHBIH - 3TO OYEHb yAOOHBIH CHOCOO IUIATEKEH, OJHAKO CYHIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITH I€HBIU.

QHGKTPOHHBIG JCHBI'H IIOSABHJIMCH COBCEM HCIABHO WM MMCHHO H3-3a 3TOI'O BO MHOI'HNX
rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke onu (1)YHKI_II/IOHI/Ipy}OT " O HUX YK€ IIPOIMUCAHO B 3aKOHEC, I'IC UX PA3ACIISI0OT
Ha HCCKOJIBKO BUJA0OB - aHOHHUMHBIC 1 HC AaHOHHUMHBIC. Pa3HI/IIIa B TOM, YTO aHOHHMMHBIC - 3TO TC, B
KOTOPBIX pa3p€iacTCda IIPOBOJUTL OIICpaluH oe3 I/II[eHTI/I(bI/IKaI_[I/II/I IIOJIB30BaTCiisi, a4 B
HCAaHOHHMMHBIX I/II[eHTI/I(bI/IKaIII/ISI II0JIE30BaTEIA SIBJIICTCS 003aTCILHOM.

Taroke cieayer pa3ndarh MEKTPOHHBIE (PMATHBIC IEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY/1aPCTBEHHBIM BAJIIOTAM).

OcHoeHnble coeembvl no 0e30naAcHoOIl paﬁome C IJICEKMPOHHbBIMU OeHbzamu:

1. TlpuBsku K cuery MOOWIBHBIM TenedoH. DTO camblii yAOOHBI M OBICTPBIM crocoO
BOCCTAHOBUTH JOCTYN K cdYery. lIpuBsizaHHBIH TeneoH IMOMOXKET, eciu 3a0ynemb CBOU
IUTATEKHBIA MapOoJIb WIIK 3aii/iellb Ha CaliT ¢ HE3HAKOMOT'0 YCTPONCTBA,

2. Ucnonp3yii ogHopa3oBsie mapoiu. [locie mepexona Ha yCUIICHHYIO aBTOPH3AIUIO TeOe yxe
He OyJIeT yrpokaTh OMACHOCTh KPaXKH MIIM MepexBaTa MIaTeKHOTO MapoJis;

3. Breibepu cnoxublii maposb. [IpecTymHukam OyZeT HE MPOCTO YraiaTh CIOXHBIA Mapollb.
Hanexubie maponu - 3To mapoyiv, KOTOpbIE COAEPKAaT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U TPOMUCHBIE OYKBBHI, IU(PHI U HECKOIHKO CHMBOJIOB, TaKH€ KaK 3HAK J0Japa,
¢byHTa, BOCKJIHIATEbHBIN 3HaK | T.I. Hampuwmep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CANTAaX, KOTOPBIM HE JI0BEPSCIIb.

JJIEKTPOHHAA MOYTA

DNEKTpOHHAs TIOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH MO MEePEChUIKE U
MOJIYYCHHUIO DJIEKTPOHHBIX COOOIIECHUHN, KOTOpBIE PACIPEICISIIOTCS B KOMITBIOTEPHOW CETH.
OO0BI4HO 3JIEKTPOHHBIN IIOYTOBBIN SITITAK BBITIISITAT CIIETYFOIIUM obpazom:
UMS_TIONTh30BaTeIA(@UMs_JIoMeHa. Takke KpoMe TMepeaadd MpPOCTOro TEKCTa, HMEETCs
BO3MOXXHOCTh TiepeaaBaTh (pailiibl.



OcHogHble cogembl no 0e30naAcHoll pabome ¢ ITEKMPOHHOU NOYMOIL:
1. Hago BwIOpaTh mNpaBWIbHBIA IOYTOBBIA CEpBHC. B HHTEpHETE €CTh OTPOMHBIM BHIOOP
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JYUIIE JOBEPATHh TEM, KOTO 3HACIIb M KTO MEPBHIN B

pEUTHHTE;

2. He ykasplBaii B JMYHOW MMOYTE JWYHYK wHHPopmanuio. Hampumep, nydmie BbrIOpaTh
"My3bIKanbHbIN _(aHaT@" nmu "pok2013" BMecTo "Temal3";

3. Vcnonb3yil ABYXATalHYI0 aBTOPU3ALMIO. DTO KOI/Ia IOMHUMO I1apoJisi HYXHO BBOAMTH KOJ,
npuchUIaeMbii 1o SMS;

4. BeiOepu cl0KHBIN Tapodib. JJis KaXJI0T0 MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAJEKHBIM,
YCTOMUHMBBIN K B3JIOMY 1apOJib;

5. Ecam ecTh BO3MOXHOCTH HamucaTb CamMOMYy CBOM JMYHBIA BOIPOC, HCIOJIB3YH 3Ty
BO3MOXKHOCTE;

6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. [lepBhIii /Ui yaCTHOM NEPENUCKU C ajpecaTami,
KOTOPBIM ThI JOBEPSACIIL. DTO IEKTPOHHBIN alpec HE HAJ0 UCIIONIb30BaTh IIPU PErMCTpalui Ha

dopymax u caifrax;

7. He oTkpeiBaii (aiinel U Apyrue BIOXKEHHUS B MHCbMax, JaXX€ €CIU OHU HPUIUIM OT TBOUX
npy3eid. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. Ilocre okoHYaHMsT pabOTHI Ha MOYTOBOM CEPBUCE MEPEN 3aKPHITHEM BKIIAJIKU C CAaWTOM HE
3a0ynb HaxaTh Ha "Beriitu".

Ku0epOyaiimHr uiam BUPTYaJbHOE U3/1€BaTEeIbLCTBO
KubepOymuHr - mpeciieoBaHHE —COOOIICHMSMH, COACPIKALMMU  OCKOPOJICHHS,

arpeCCuro, 3anyruBaHucC; XyJIUTraHCTBO, COIIMAJIBHOC 60ﬁKOTHpOBaHH€ C MIOMOMIBIO pPa3JINYHBIX
HHTCPHET-CCPBUCOB.

OcHoBHBIE COBeTHI 0 00pbOe ¢ KHOEePOYIJIMHIOM:

1. He Gpocaiicst B 60ii. Jlydmnii cmoco6: MOCOBETOBATHCS KaK ce0s BECTH M, €CIIM HET TOTO, K
KOMY MOXXHO OOpaTuThCs, TO BHa4aje YCIOKOHMThCS. Ecim Thl HauHemb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO eIlie OOJIbIIE Pa30kKellb KOHDIHUKT;

2. Yrpasnsaii cBoel Kubeppenyraimei;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIleCTBYIOT CIIOCOOBI BBISICHUTb, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJIMTaHCKHUI oOpa3 BHpTyaibHOW >ku3HHU. IHTEpHET dukcupyer Bce TBOU
JeMCTBUS M COXpaHAET UX. Y JauTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. Co0Orofiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyii emuHuuHbIi HeraTuB. OIHOPAa30BbIE OCKOPOWTEIBHBIC COOOIICHHS JTydIe
UTrHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;



7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B COITUAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILIEHUH C ONPEICTICHHBIX apEeCcoB;

8. Ecnu Thl cBuzaerens kuOepOysuinHra. TBOM JNEMCTBHS: BBICTYNUTH NMPOTUB Ipecie10BaTels,
[I0Ka3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTUBHO, NOJIEpPXkaTbh >KEPTBY, KOTOPOI
HY>KHa TICUXOJIOTUYECKasi MOMOIIb, COOOUIUTH B3POCIBIM O (pakTe arpecCUBHOrO MOBEACHUS B
CETH.

MoOuinbHbINi TeaedOH

1. CoBpemennsie cMapT(}OHBI U MJIAHIIETHI COAEpPkKAT B ceOe BIIOJIHE B3POCIbIN (YHKIIMOHAT, U
Terepb OHM MOT'YT KOHKYPUPOBATh CO CTAIlMOHAPHBIMU KOMIbIOTepaMu. OHAKO, CPEJCTB
3alUTHI U1 TOJAOOHBIX YCTPOMCTB MOKa OueHb Maso. TecTupoBaHUe U MOUCK YSI3BUMOCTEH B
HUX TPOUCXOJUT HE TaKk MHTEHCUBHO, Kak misa I1K, To ke camoe kacaeTcss 1 MOOMIBHBIX
MPUIIOKEHUM.

2. CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAaKTHYECKH JOTHAIM HACTOJIBHBIC aHAJOTH,
OJTHAKO pacIIMpeHue (PyHKIMOHANa BJIeYET 3a COO0OW OOJIBLIYIO CIOXHOCTh M MEHBIIYIO
3aIUIICHHOCTD.

3. Jlaneko He Bce MPOM3BOAMTENN BBIMYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIIME KPUTUYECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TellehoHa:

5. Huuero He sgBigeTcs IIo-HaCTOALIEMY OecIuIaTHBIM. By,Z[L OCTOPOIKCH, BCIb KOI'la TeOe
npeajararot OecIuIaTHRIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBEI KAKUEC-TO INIATHBIC YCIIYTH;

6. [ymaii, mpexae yem oTnpaBuTh SMS, ¢hoTo mnu Buaeo. Tol TOUHO 3HAEIIb, TAe OHU OyIyT B
KOHEYHOM UTOore?

Heo6x011M0 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(QOHa;
8. Hcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOMIIBHBIX TeNIE(OHOB;

9. He 3arpy>1<a171 MNPUIIOKCHUA OT HCEHU3BCCTHOI'O0O HWCTOYHHUKA, BEAb OHU MOI'YT COACPIKATH
BPCAOHOCHOC NPOrpaMMHOC O6€CH€‘I€HI/IG;

10. [Tocne ToOro kak Thl BBIAACNIL C caliTa, IJie BBOAWI JUYHYIO HHOpMAIuio, 3aiiil B
HaCTpOUKHU Opay3epa u ynanu cookies;

11. HCpI/IO,Z[I/I‘-ICCKI/I HpOBepﬂﬁ, KaKHC IJIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPC,

12. laBait cBoii HOMEp MOOWIBLHOTO Telle(hOHa TOIBKO JIFOJISIM, KOTOPBIX ThI 3HACHIL U KOMY
JIOBEPSICIIb;

13. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJIa ThI UM HE MOJb3yenibes. He 3a0biBaii mHOTIA
MPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJANMH-UTPBl - H3TO KpacoyHble, 3aXBaThIBAIOIIME pa3BICUYCHUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MIpoKu MCCIeAyIOT AaHHBIA UM MUD,
o0LIatOTCs APYT C IPYrOM, BBIMOJIHSIOT 33aJaHUs, CPAKAIOTCS ¢ MOHCTPAMU U MOJTYYarOT OIBIT.
3a yIOBOJILCTBHE OHHU IUIATAT: MOKYMAIOT JTUCK, OIJIAYMBAIOT a0OHEMEHT MM HpUoOpeTaroT
KAaKHe-TO OILHNH.



Bce atu cpenctBa uayT Ha MOANEpKAHUE U PA3BUTHE UTPHI, a TaKXKe HA caMy Oe30MacHOCTb:
COBEpUICHCTBYIOTCA CHCTEMbI aBTOPU3ALIMHU, BBITYCKAIOTCS HOBbIE NMaTud (UU(POBBIE 3arlIaTKU
JUTSL IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OI1acaTbCA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allun OOIBIIMHCTBA Hrp.

OcHogHble cosembl NO 0€30NACHOCMU ME0E20 uz’poe6o2o aKkKkaynma:

1. Ecnu npyroit urpok BepeTr cels II0XO MM co37aeT TeOe HEeNMPHUIATHOCTH, 3a0J0KUPYH ero B
CIIUCKE UTPOKOB;

2. Tloxanyiics aaAMHHHMCTpaTOpaM HIPbl HA IUIOXOE€ IOBEAECHUE 3TOr0 HUIPOKa, >KEIATENbHO
HOPUIIOKHUTH KaKHe-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1runyro nHGOpMaIuio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB II0 UIPE;

5. He ycranaBnuBaii Heo(uMaabHble TATYH U MOJIBI,

6. Mcnomnp3yil clioKHbIE U pa3Hble apoJy;

7. Jlasxe BO BpeMs UI'Pbl HE CTOUT OTKJIXOYaTh aHTUBHpYC. [Ioka Tl Urpaemb, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

@OUIIMHT UIH Kpazka JJUIHbIX JaHHbIX

OObIyHON Kpaxkeil JeHer W JOKYMEHTOB CEroJHsl y)K€ HHUKOTO HE YAMBHIIb, HO C Pa3BUTHUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUJICHHUKH TIEPEMECTIVINCh B HWHTEPHET, W MPOJOHKAIOT
3aHUMAThC "TIOOUMBIM" HEJIOM.

Tak nosiBUIack HOBast Yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, T1aBHAs LEJIb KOTOPOro
COCTOUT B TMOJyYEHUH KOH(PHUIACHIMATBHBIX JAHHBIX IMOJIb30BATENeH - JIOTUHOB W mapoieii. Ha
aHriuiickoMm s3bike phishing unraercss kak ¢ummer (ot fishing - peiOHas nosins, password -
MapoJib).

OcHogHble cosembl no 060pvoe ¢ huwmunzom:

1. CJ'I@,ZII/I 3a CBOMM aKKayHTOM. Eciu TBI moao3peBaciib, YTO TBOA aHKCTaA ObLIa B3JIOMaHa, TO
HCO6XOI[I/IMO 3a6J'IOKI/IpOBaTB € u COO6H_II/ITL AIMUHHUCTpATOpaM peCypca 00 PTOM Kak MOYHO
cKopee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Hcnonw3yil cloXHBIE W paszHble maponu. Takum oOpa3om, eciu TeOs B3IOMAIOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecou TeOsi B3JIOMalM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBIeHBI Y TEOSI B IPY3bsIX, O TOM, UYTO TeOs B3JIOMAaIN U, BO3MOXKHO, OT TBOETO UMEHU OyieT
pacchlIaThes CIIaM U CCHUTKH Ha (PUITMHTOBBIC CATHI;



5. Ycranosu HaznexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpeiBail (aiinel U Apyrue BIOXKEHUS B MHChMAaxX, JaXXE €CIU OHU NPHIUIH OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (haiiibl.

Hu¢posast penyranus

Hudposas pemyranus - 3T0 HeraTUBHAs WU MO3UTUBHAs MH(OpMaIMs B ceTU O Teoe.
Komnpomerupyromas uHbopmanus, pa3MeUIeHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOW ku3HU. "lludpoBas pemyranus" - 3To TBOH MUMHIK, KOTOPBINA
dopmupyercs u3 nHpopmamu o Tede B MHTEPHETE.

TBOE MECTO KHUTENbCTBA, y4eObl, TBOE (DMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU XapakTepa U
pacckasbl O OJM3KHUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue mnOJIpPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MYOJIMKAlUu JUYHOM HHQOpMAIMH B
WNuTtepHere, HE TOHUMAs BOBMOXKHBIX MOCIEACTBUN. ThI layke HE CMOXKEIIb JOTaJaThCs O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

KommenTapuu, pa3menienne TBoux (Gortorpaduii U qpyrue AeWCTBUS MOTYT HE HCUE3HYTh JaKe
[0CJI€ TOrO, KaK Thl MX YAANUIlb. Thl HE 3Ha€llb, KTO COXPaHWJ 3Ty MH(OpPMAIHIO, [Tonajia Ju
OHa B TIOMCKOBBIC CHCTEMBl M COXpaHWJACh JH OHA, a IJIABHOE: YTO NOAyMAalOT O Tebe
OKpY’KalollMe JIOAHU, KOTOpble HalIyT U yBUAAT 3T0. Hailtu nH(popmanmio MHOTO JIEeT CIycTs
CMOJET JII000HM - Kak M3 J0OphIX NMOOYKIEHHM, TaK U C HAMEPEHHEM IMPUYUHUTH Bpea. ITO
MOJKET OBITh KTO YTOJIHO.

Ocnoenvle cogemul no 3auwgume yudpoeoii penymavyuu:

1. [Togymaii, mpexae ueM 4To-To MyOJIMKOBATh U MepeaBath y cedst B 6J1ore Uiu B COLMAJIbHOM
CeTH;

2. B Hacrtpoiikax npo¢uisi yCTaHOBUM OTIPAaHMYEHUsS HA IMPOCMOTP TBOEro Npoduis U €ero
COJIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en';

3. He pa3memaii u He yka3biBail MHpOpPMAIUIO, KOTOpas MOXET KOT0-TH00 OCKOPOISATh WK
00MXKaTh.

ABTOpPCKOE NIPaBo

CoBpeMeHHbBIE IIKOJbHUKU - aKTUBHBIE IMOJIh30BaTEIN HU(PPOBOro mpocTpancTBa. OaHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJIH30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(POBOrO Mupa Tpedyer
COOJTI0ICHHSI TIPAaB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTb.

TepMuH "WHTeNIEKTyajdbHasi COOCTBEHHOCTH' OTHOCUTCSI K  Pa3IMYHBIM  TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pEeTeHUH 1 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha NPOAYKTHl W YCIyrd, M 3aKaH4YMBasg KHHMramu, QortorpapusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMHU IPOU3BEICHUSIMM.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha TPOM3BEICHUS HAYKH,
JUTEpPaTypbl M HUCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B KadyeCTBE TapaHTUU TOrO, 4YTO



MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyIeT HampacHBIM, JacT €My CIIpaBeJIMBbIC
BO3MOYKHOCTH 3apa00TaTh HA pe3ysibTaTaxX CBOEro TPyZa, NOJYYUTh U3BECTHOCTh U NPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOM3BOIUTH €r0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B IIPOKAT, MyOJIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B AHpe WK pa3memiaTs B IHTepHeTe.

Hcnonb3oBanue '"mUpaTcKoro" MpPOrpaMMHOIO OOECHeYeHHsT MOXKET MPUBECTH K MHOTUM
pHCKaM: OT IOTEpH JAaHHBIX K TBOMM aKKayHTaM 1O OJOKHPOBKM TBOETO YCTPOWCTBA, T/e
yCTaHOBJICHA HeJlerabHas mporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHBIC
1 OecIutaTHBIE TPOTPaMMBbI, KOTOPhIE MO>KHO HAWTH B CETH.

O nopraJjie

CereBnvok.p() - TBOM TJIABHBIM COBETYMK B CETH. 37I€Ch ThHI MOXEIIIb Y3HATh O 0€30IaCHOCTH B
CeTH TMOHSATHBIM U JIOCTYIHBIM $I3bIKOM, a MpPH BO3HUKHOBEHHHM KPUTHUYECKOW CHUTYaIUU
00paTHThCS 32 COBETOM. A TakKe MPHUHATh Y4acTHE B KOHKYPCAaX M CTaTh CaMbIM IH(PPOBBIM
rpax jaHuHOM !



